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Introduction

This document present the configuration of a dovecot server with LDAP authentication and IMAP
folders shared between members.
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Prerequisites

We need one LDAP server and two Debian server with Dovecot installed and PAM configured for our
LDAP server. The both dovecot servers store their configuration and mailboxes on the Ceph cluster
and share the same data.

The LDAP installation is presented here http://switzernet.com/3/public/131007-ldap-gosa-unix/ and
the dovecot installation above a Ceph cluster is presented here
http://switzernet.com/3/public/130910-ceph-dovecot/.
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Configuration of Dovecot authentication

As explained in the precedent document about Dovecot on Ceph cluster, the Dovecot configuration
directory ‘/etc/dovecot’is a link to a directory on the shared Rados block device. Both Dovecot
servers have the same configuration and will not start if the block device is not mounted.

root@ceph-client-1:~# 1ls -1 /etc/dovecot

lrwxrwxrwx 1 root root 46 Oct 1 14:16 /etc/dovecot ->
/mnt/switzernet rbd/131001-dovecot-data/config
root@ceph-client-1:~#

Bellow, is our configuration file with comment. Each part will be explained latter.

# 2.1.7: /etc/dovecot/dovecot.conf
# O0S: Linux 3.8.13-xxxx-grs—-ipv6-64-vps x86 64

protocols = imap lmtp
log timestamp = "$Y-%m-%d %H:%M:%S "
mail privileged group = vmail

disable plaintext auth = yes
ssl = yes

ssl cert = < /mnt/switzernet rbd/131001-dovecot-
data/certs/switzernet and gd bundle.crt

ssl key = < /mnt/switzernet rbd/131001-dovecot-
data/certs/switzernet.com.key

# Location for the mail storage on shared block device. Each user have
distinguish folder.

mail location = maildir:/mnt/switzernet rbd/131001-dovecot-
data/Maildir/accounts/%u:LAYOUT=fs

mail access groups = vmail

# Configuration for storing on OCFS2.
mail fsync = always

mail nfs storage = yes

mail nfs index = yes

mmap disable = yes

# Auth user name format. This is the format used by pam.
auth username format = %n

namespace {
type = private
separator = /
prefix =
subscriptions = yes
inbox = yes

namespace {
type = public
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separator = /

prefix = Root/

location = maildir:/mnt/switzernet rbd/131001-dovecot-
data/Maildir/root/:LAYOUT=fs

subscriptions = no

ignore on failure = yes

list = yes

service imap {

# Tell imap to do post-login lookup using a socket called "imap-
postlogin"

executable = imap imap-postlogin

service imap-postlogin {
# All post-login scripts are executed via script-login binary
executable = script-login /mnt/switzernet rbd/131001-dovecot-
data/scripts/link shared mailboxes.sh

# The script process runs as the user given here (v2.0.14+):

user = root

# This UNIX socket listener must use the same name as given to imap
executable

unix listener imap-postlogin {

}

# Postfix authentication
service auth {
unix listener /var/spool/postfix/private/auth {
mode = 0660
# Assuming the default Postfix user and group
user = postfix
group = postfix

# Local delivery agent for Postfix

service lmtp {

unix listener /var/spool/postfix/private/dovecot-1lmtp {
group = postfix
mode = 0600
user = postfix

}

# Sglite database with email adress and username
passdb {

driver = sqgl

args = /etc/dovecot/dovecot-sqgl.conf.ext

# LDAP authentication through pam, as it is configured in our system.
passdb {

driver = pam

args = session=yes failure show msg=yes dovecot
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# Sglite databas
userdb {

as it is configured in

auth mechanisms = plain login

protocol imap {
mail plugins = acl imap acl autocreate

plugin {
# When the mailbox

autocre
autoc

autosubscribe
autosubscribe?2
autosubscribe3

mail log events = delete de < co mailbox delete

mailbox rename flag change

authenticated key
allow

Mailboxes and configuration storage

On our installation, all dovecot files are stored under the same folder on the Rados block device.

The paths are not the same as in the [Dovecot on Ceph cluster] document.

The Rados Block device is mounted on ‘/mnt /switzernet rbd/’.

The Dovecot folder ‘/mnt/switzernet rbd/131001-dovecot-data’has been manually
created.

We created under this folder:
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- A‘confid’ directory in that is the copy of the ‘/etc/dovecot’ configuration directory. On each
of the server, ‘/etc/dovecot’ have been replaced with a symbolic link to
‘/mnt/switzernet rbd/131001-dovecot-data/config’.

- A ‘certs’ folder for the SSL certificates.

-A‘Maildir’ folder for the storage.

-A‘scripts’ folder for post-login scripts.

The ‘Maildir’ folder has:

- An ‘accounts’ directory, for the mailboxes of LDAP user accounts.

- A ‘root’ directory, which is the root folder of all shared mailboxes.

PAM Authentication

The ‘/etc/pam.d/dovecot’ file has the following lines:

t@ceph-client-2:~# cat /etc/pam.d/dovecot
#SPAM-1.0

@include common-auth
@include common-account
@include common-session

root@ceph-client-2:~#

Verify or change the content of the included files:

- Accountrule in ‘/etc/pam.d/common-account’:

account required pam permit.so

- Authentication rule in ‘/etc/pam.d/common-auth:

auth required pam permit.so

Inthe ‘/etc/dovecot/dovecot .conf’, set the parameters as given. Under ‘passdb’,
‘session=yes’ is needed for some plug-ins, and ‘dovecot’ argument is the file under
‘/etc/pam.d/’ where to find the PAM configuration.

passdb {
# LDAP authentication through pam, as configured in our system.

show msg=y
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userdb {

# User database use unix GID and UID
driver = passwd

With PAM, the only supported authentication mechanism is plaintext. We must set the
‘auth mechanisms’ variable this way:

auth mechanisms plain login

Setting-up SSL/TLS encryption

With the current authentication process, it is required to set-up the SSL/TLS encryption to not send
plaintext passwords over the network.

First we had to create a private key, then provide it to the SSL certificate provider (GoDaddy) to get
our “.crt’ file. We also have to get ‘. crt’ bundle of the certification authority.

Place all the files in the ‘certs’ folder and create a new ‘. crt’ files with all certificates. Order must
be ‘your cert.crt’, ‘your provider cert.crt’.

lient-1:/mnt/switzernet rbd/131001-dovecot-data/certs# cat

.com.crt gd bundle.crt > switzernet and gd bundle.crt

Change the rights of the files. The private key should have 0400 rights and certificates should have
0444 rights. Dovecot will read them under the root privileges, so the owner must be root.

:/mnt/swi

4:12 bundle.crt
5:43 tzernet and

(O8]

root

NeJ
> ]

root

root 12 7 com.

B o= o
g4 0 O -
o O W
SO N

root 4:58 ¢ com.

disable plaintext auth
ssl = yes

ssl cert = < /mnt/switzernet rbd/131001-dovecot-

data/certs/switzernet and gd bundle.crt

ssl < /mn zernet rbd/131001-dovecot-

data/ce .com. key

And restart Dovecot on the both servers:
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root@ceph-client-1:/mnt/switzernet rbd/131001-dovecot-data/certs#

cot restart

Restarting IMAP/POP3 mail
>t@ceph-client-1:/mnt/switze

Private mailboxes permissions

The ‘Maildir’ directory has the “execute” (for cd) and “read” (for listing) permissions for
everybody. It also have the sticky bit for not permitting to users to delete their own folder.

file: Maildir
owner: root
root
==1c
=%
group: :r—-x
other::r-x

The ‘accounts’ directory must have 777 rights for permitting any user to add new mailboxes. It also
have the sticky-bit ‘t’” for not letting users to remove the mailbox.

root@ceph-client-1:/mnt/switzernet rbd/131001-dovecot-data# getfacl
‘accounts
aildir/accounts
# owner: root
root

group::r
other::

Creation of regular folders

Inside the plugin directive of the ‘/etc/dovecot/dovecot.conf’, place the following lines for
auto-creating the basic folders at first login.

plugin {
# When the mailbox doeesn’t exist, this plugin create the basic folders.
autocreate = Drafts
autocreate?2 = Sent
autocreate3 = Junk
autocreated4 = Trash
autosubscribe = Drafts

autosubscribe?2 Sent

autosubscribe3 Junk
autosubscribed4d = Trash
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Testing login

We can now test to login with a new user. First we have to create it in the Gosa web interface.

. | GOs- Ui i
« C AN 3718265241 /yota/ma plug=1 w N
itoring ) R C3 warum ) potacme "3 sp [ Trucscool () dwes (03 webdav () ceph () mysg
x5 System Administrator [gosa-admin] / defaoit (O
Admimstration N oo My account  Change password
Dsectory structure
frves Ganenc | POSIK | ACL  Referances
Groups Parsonal information
Access conuol Last User Altress
name
S enng First
Sudo nules name’ Nt
’ Pinvate
[ oo | . poce
Parzonal H
Prefarances . u‘]‘: J omepage
Acagemic Passwoig mds :
e storage St k2
Cenifcaes anacates
Date of = Edit ¢ -
b¥th
Change picture.. Sex =i Rostrict login to
Piafensd [+
language o
Base !
IP or natwark Acd
Organizason Room No Location
Oepartmant Phona State
Oupartmant No Mobie Address
Employes No Pagor
Empicyea type Fax
Manager Vi
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= =3 =%
! GOsa - Users - New User
« C N 371876524100 ainphp?plug=1 " A
(57 Switzeret  [] monitorng (] Rectutement (7 intrum ) pottecne T v ] Trucscool (3 dwens () webtay [ ceph T mysgl 1 Awstres Tavorns

e Admanistiatol [gosa-admin] 7 detaunt (D

m A Users | New User My acoounl Change passwoed

Dieciony structure

Generie  POSI( | ACL  References

Users
Groups This account has POSIX settngs enabied. You can disable them by clicking beiow
Access control

Remove POSIX setings
Dbjact groups

Generic oup membershi
Sudo nes Group me L

m [ fent/swntzemet_rbd 130827 st _homes/naw | >

Prevances Shed /bin/bash ‘v

Primary goup  pay user |-

S GCUNE, pasSword not changsable

Force UVGID (V1] = R

01

GIiD

1005

Aod
5 trust
Account settings yuae

Trest mode
Usar must change passwort on first login @esbled

Password cant be changed up to 0 gays alter last
change
Passwort must be changsd ater gays

PRESWOED Sxpies on

| A
Desable account after 0 days of mactaity after password

expry

Wam user 0 gays Delie pasSSword expiry

0K Apply Csocel

And then configure our IMAP client. Here we use thunderbird:
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an et adressage

o

0 ecou,

Vos nom et prénom:  New User Votre nom, tel qu'il s'affichera

Adresse électronique:  new.user@switzernet.com

Mot de passe: eeesse

Retenir le mot de passe

'Obtenir un nouveau compte [ Lontinuer ] [ Annuler

wrdimem Ao e b - -

Manual settings:

[res serveur

Vos nom et prénom: New user Votre nom, tel qu'il s'affichera

Adresse électronique:  new.user@switzernet.com

Mot de passe: eesseee

Retenir le mot de passe

Les parameétres suivants ont été trouvés en sondant le serveur indiqué

Nom d'‘héte du serveur SSL Authentification

Serveur entrant : imap3.switzernet.com 903 v [VSSL/TLS ',] [Motdepamnormal ',]

Serveur sortant: SMTP [smtp.swiuemet,com:587 (™ v]

Identifiant : new.user

[,thenirun. ) J Ol | | Confi io E Re-tester ; [ Terminé ] [ Annuler ]

R R S i -
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The connection is done. The lock on the letter icon means that the connection is encrypted:

4 g new.user@switzernet.com
li Courrier entrant
% Corbeille
| | Brouillons
Junk

M, Envoyés
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Shared mailboxes configuration

Creation of the dovecot user for shared mailboxes

For each of the dovecot servers, add a new user and group ‘vmail’. It will be the primary user used
for the reception and storage of emails in the shared mailboxes.

root@ceph-client-1:~# groupadd vmail --gid 999

root@ceph-client-1:~# useradd vmail --uid 999 --gid 999

Our LDAP users will also be authorized to access shared mailboxes. We will use two types of
permissions:

Virtual mailboxes from a SQLite

Creation of a root directory for shared mailboxes

h-client-1:/mnt/switzernet rbd/131001-dovecot-data/Maildir# 1s

Under ‘Maildir’, create the ‘root’ directory.

mkdir root

It must be readable and writable by the ‘vmail’ user.

chown vmail:vmail root

The group options must be respected for the subfolders/subdirectories.

chmod g+rwxs root

Here come the ACLs. First set the largest rights for all users to read, write, and execute to the
directory. The ‘~d’ option describes the ALCs to apply to the sub-folders of this directory.

setfacl -m mask::rwx root

setfacl -dm mask::rwx root

The ‘vmail’ client have all access to this directory and the permission must be inherit to the new
subdirectories.
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Do not let users to delete mailboxes in this directory.

chmod +t root

Verify your ACL:

:/mnt/switzernet rbd/131001-dovecot-data/Maildir# getfacl

Configuration of the shared mailboxes

First, we need to add in our ‘dovecot .conf’ file two namespaces. One for the private mailboxes
and the second one for the shared mailbox:

riptions =
inbox =

zernet rbd/131001-dovecot-
data/Maildi
subscri NS = no

ignore on failure

list = yes
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Now restart dovecot on both servers and restart your mail client. At launch, the mail client still have
the same mailboxes displayed.

45 nicolas.bondier@switzernet.com
M Brouillons
= Corbeille
,_i, Courrier entrant
Junk

Sent

In the subscription management windows, we can see the new namespace ‘root’. But it can’t be
selected because not recognized as a mailbox.

3) ENEY U STNSNURSITD T W W Y
rAbonnement ‘ M‘[

Compte: [ nicolas.bondier@switzernet.com v ]

Afficher les groupes qui contiennent :

]Liste du dossierii

yel
Choisissez Ie} dossiers auxquels s'abonner:
INBOX m|
0
Sent “ :
Trash vl Arreter

For this, we must create the minimum content of a mailbox.

In the path of the shared namespace, create a ‘dovecot-acl’ file with the content:

root@ceph-client-1:/mnt/switzernet rbd/131001-dovecot-data/Maildir/root#

cat dovecot-acl

anyone keilrwts

And create the default directories of the Maildir storage:

root@ceph-client-1:/mnt/swi
mkdir tmp
root@ceph-client-1:
mkdir cur

ot@ceph-client-1:
mkdir new

root@ceph-client-1: s VYol 1s
=1

total O

drwxrws—---+ 2 root
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vmail

vmail

Restart your thunderbird and see the subscription list:

o 3 i ™

Compte: [ nicolas.bondier@switzernet.com > I

Afficher les groupes qui contiennent :

Liste du dossier |

P
Choisissez les dossiers auxquels s'abonner:
| Drafts @
|, INBOX ] >
b Junk Se désabonner
O
| Sent s
b Trash Arreter
| root i

The folder can now be subscribed and you will see it displayed in your thunderbird folders (You may
need to restart thunderbird again the first time):

& nicolas.bondier@switzernet.com

3 =
(*, Courrier entrant

M, Brouillons
% Corbeille
| Junk
| root
|| Sent

The root folder cannot be deleted or renamed. You can now create new mailboxes inside of this
folder.

Example, we create a new folder in the root directory. After subscribed in all accounts to this folder,
we can see it in all account folder tree:
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45 nicolas.bondier@switzernet.com
é_, Courrier entrant
M, Brouillons
%] Corbeille
| Junk

4 |\ root
|| first_shared_folder

| Sent

45 emin.gabrielyan@switzernet.com
i._, Courrier entrant
|| Brouillons
M, Envoyés

2 Corbeille
| Junk
4, | root

|\ first_shared_folder
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Incoming email configuration

Configuring Postfix with Dovecot LMTP

The SMTP server that will be used for sending and receiving emails is Postfix.

First install Postfix:

t

root@ceph-client-2:~# aptitude install postfix

On our Rados block device, we will store all configuration files. Copy and replace the
‘/etc/postfix’ folder by a symbolic link to the Rados block device (for both servers).

root@ceph-client-1:~# c /etc/postfix /mnt/swi rbd/131015-postfix
ph-client-1:~ ostfix

root@ceph-client-1:~ /mnt/switzernet rbd/131015-postfix/

/etc/postfix

root@ceph-client-2:~%# rm -r /etc/postfix
eph-client-2:- ln -s /mnt/switzernet rbd/131015-postfix/

/etc/postfix

We now have the same configuration files for all postfix servers.
We edited the ‘main.cf’ with the parameters bellow.

We use the dovecot LMTP socket for authenticating the users and storing the emails. This way,
postfix doesn’t need to access the LDAP users to authenticate them

This configuration is standard. Notice the SQLite virtual alias maps database that will be explained in
the next chapter.

queue directory = /var/spool/postfix

myhostname ail.switzernet.com

myorigin

mydestination = te: il.switzernet.com, switzernet.com,
testmail.intarnet.com, intarnet.com, localh

relayhost =
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Incoming email on the shared accounts and sub-folders.

We needed to be able to receive emails in some of the shared inboxes and its sub-folder.

For this purpose, we use a SQLite database for virtual alias maps only for the shared folders. The goal
of this database is to tell to postfix, when delivering email with LMTP and to a user who is not a LDAP
user but a shared directory, for which virtual user and which mailbox the email is, depending on the
full email address. Postfix and dovecot use the same table of the database.

Create the database:

CREATE TABLE 'virtual Mailboxes' (
mailbox IN . PRIMARY KEY AUTOINCREMENT,
address TEXT NOT NULL,
path TEXT NOT NULL
) ;
CREATE UNIQUE INDEX path address ON virtual Mailboxes

Here is the configuration file for the SQL back-end ‘/etc/postfix/sglite-virtual.cf’ with
the SQL request. (The ‘@switzernet.con’ is only for matching the ‘mydestination’ variables of
the ‘main.cf’ configuration file):

sqglite config file for local(8) aliases(5) lookups

# Path to database
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dbpath = /mnt/switzernet rbd/131108-www/131108-imap-acl/virtual.sglite

sglite table(5) for details.

query = SELECT (i mailbox||'@switzernet.com') FROM virtual Mailboxes WHERE
|l

]

address="'%s

’

Postfix use only ‘i mailbox’, which will be considered as a username and send to this user to
dovecot during the LMTP delivering.

You may need to run the following command to create the aliases database from ‘/etc/aliases’.

# Local delivery agent for Postfix
y a9
ervice 1lmt
unix liste 7 ool/postfix/private/dovecot-1lmtp {

Now we need to tell to postfix how to authenticate users for sending and receiving emails. It will use
SASL for authenticating Dovecot’s users, who are themselves authenticated with PAM.

First, in Dovecot configuration file, we add the authentication service:

service auth
unix listener /var/spool/postfix/private/auth {
mode = 0660
# Assuming the default Postfix user and group
user = postfix
group = postfix

Thenin ‘/etc/postfix/master.cf’, use a dedicated submission port for the authentication
(details here: http://wiki2.dovecot.org/HowTo/PostfixAndDovecotSASL#line-41).

submission inet n - - - - smtpd
-0 smtpd tls security level=none
-0 smtpd sasl auth enabl
-0 smtpd sasl
-0 smtpd sasl
-0 smtpd sasl options=noanonymous
smtpd sasl Ca Jomain=$myhostname
smtpd client restrictions=permit sasl authenticated,reject

smtpd sender login maps=hash:/etc/postfix/virtual
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il ©)

rictions=reject non fgdn recipient,reject unknown recip

_sasl authenticated, reject

In dovecot, we must add the second authentication with the SQLite database instead of the LDAP
database (through PAM).

Another authentication is set before the PAM authentication:
database with email adress and username

= sqgl

/etc/dovecot/dovecot-sqgl.conf.ext

with email adress and username

Dovecot will receive the email send by postfix and match the user part of the address (without the
‘@domain.com’ part) in the same database, to get all the user variables including the mailbox path.

The user part send through LMTP is the ‘i _mailbox’ field that Postfix get from the
‘virtual alias maps’ database. It will be used by Dovecot to get all other information on a
shared account from the SQLite database.

The ‘/etc/dovecot/dovecot-sql.conf.ext’ returns:
- Mailbox path
- UID and GID dovecot must run under for reading and storing the emails.

- The password is random because we do not want to connect to these accounts directly and store
them. LMTP doesn’t use it.

driver

connect = /mnt/switzernet rbd/131205-mail-server-v
admin/virtual.sqglite

default pass scheme = PLAIN
user query = SELECT '' AS home, ('maildir:/mnt/s

dc cot-data/Maildir/root/"'| |path) AS mail, AS uid, '999' AS gid FROM
'virtual Mailboxes' WHERE i mailbox = '%

password query = SELECT (lower (hex (randomblob(16)))) as password;
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After the modifications, restart Dovecot and Postfix and both servers.

We insert our folder in the alias map with the address
‘first shared folder@switzernet.com’”

root@ceph-client-1:~# sglite3 /mnt/switzernet rbd/131205-mail-
www/131108-imap-admin/virtual.sglite

INSERT INTO 'w tual Mailboxes'

vir (
shared folder@testmail.switzernet.c

The steps when receiving an email are the following:

1. Toresume, postfix receive an email to
’first_shared_folder@testmail .switzernet.comn'.

2. If address is in the SQLite database, the user is a shared mailbox and ‘i mailbox’, will
replace the username ‘first shared folder’.

WHERE

3. An authentication request and the mails are sent to Dovecot though LMTP. Dovecot looks in
the SQLite database to authenticate with the user part of the mail address, which is “1” and
get where to store the email:

sglite> SELECT '' AS home, ('maildir:/mnt/
data/Maildir/root/'| |path) AS mail, '999'
'virtual Mailboxes' WHERE i mailbox = '1';
home mail

maildir:/mnt /first shared folder
sglite>
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Testing sending and receiving emails

We can now test receiving and sending email. As we currently use our primary domain for emails, we
have created the testmail subdomain to test sending the email to our new servers. Our DNS
configuration is the following. This is the sub-domain used in our precedent examples:

Rédaction : {pas d j 3
Non lfl‘-a: i Tﬁi‘gsu;ﬁ? DmmLMMMxJ A

¥ envoyer ¥ Orthographe Joindre S/MIME ¥ Enregistrer ~ Latex It

Expéditeur: | Nicolas Bondier <nicolas.bondier@switzernet.com> nicolas.bondier@switzems i ihe
v, P & Nicolas Bondier <nicolas.bondier@switzernet.com
- |

o ( " -
& M Envoi du message - Test mail to nicolas bondier@sw... B |

Statut: Votre message a été envoyé.
Progression :

=

o

A

3
UG L
= | 1)
i=a =

| 100%

[ Annuler

Copie du message vers le dossier Brouillons...

13

Sending email
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/ ._é_, Courrier entrant - emin.gabri...

Fichier Edition Affichage Allera Messages Evénements et taches OpenPGP Qutils 2

& Relever v # Ecrire ¥ B Chat & Adresses ® étiquette v L Déchiffrer ’ Q Filtre rapideJ ‘ Rechercher... <Ciy P:

1) 090101+89 ‘{ % Filtrerapide: o» * 8 © @ | Filtrer ces messages... <Ctr P |
| 0904014274 - -

.| Junk (42)
45 nicolas.bondier@switzernet.com
% Courrier entrant (1)
M, Brouillons
%] Corbeille
) Junk

t k@ Sujet o @ Date - B

| Test mail to nicolas.bondier@switzernet.com and emi... * .. * 17:19

| 4~ Répondre  =p Transférer [ Archiver @ Indésirable @ Supprimer

a |\ root

it De Nicolas Bondier <nicolas.bondier@switzernet.com>. ©
.|, first_shared_folder

| Sent Sujet Tes.t mail t.o nicolas.b.tmdier@mitzemet.com and 17:19
‘é i . ittt emin.gabrielyan@switzernet.com

é Catirrierentiant Pour Nicolas Bondier <nicolas.bondier@switzernet.com>. ",

|| Brouillons Emin Gabrielyan <emin.gabrielyan@switzernet.com>: Autres actions ~

M, Envoyés
%] Corbeille
|y Junk

4|\ root
||, first_shared_folder
b B Dossiers locaux

L] Nonlus:0  Total:1 [41] Panneau « Aujourd'hui» A

Email reception

To shared folders

After sending an email from an external web mail to

‘first shared folder@testmail.switzernet.com’, we received it to our mailbox. All
accounts sharing the sub-folder see the email in the public namespace:
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_/ { .|, first_shared_folder - emin.ga...

Fichier Edition Affichage

Allera

[1'dab'l dovecot shared Idap]

Evenements et taches OpenPGP QOutils. 2

& Relever v

& Ecrire ~ W Chat ‘Adresses

D Etiquette ~ Déchiffrer [ Q Filtre rapideJ | Rechercher... <Ct P| =

43 nicolas.bondier@switzernet.com 4
;_‘é) Courrier entrant
5_!; Brouillons
% Corbeille
| Junk
4| root
|| first_shared_folder (1)
| Sent
45| emin.gabrielyan@switzernet.com
(é; Courrier entrant
[;| Brouillons
5_!] Envoyés
%] Corbeille
| Junk
4|y root
[ first_shared_folder (1)
» B possiers locaux

-

® Filtrerspide: w» X B B @

| Filtrer ces messages... <Ctr P ‘

" 2 o0 ~ B

Sujet
# Test mail to first_shared_folder@testmail.switzern...

© Date
17:10

Nonlus:1  Total:1 [fi] Panneau « Aujourd'hui» A

[ |, first_shared_folder - nicolas....

Fichier Edition Affichage Allera Messages Evénements et taches OpenPGP Outils 2

& Relever ¥ # Ecrire ¥ W Chat

& Adresses

® Etiquettev L Déchiffrer [Q Filtre raplde] ‘ Rechercher... <Cty P}

PN

4 nicolas.bondier@switzernet.com

%% Filtrerapide: o % 8 ©® @

| Filtrer ces messages... <Ctr P |

{#, Courrier entrant (1)
L!I Brouillens
% Corbeille
1y Junk

4| root

T h @ Sujet oo > &

Test mail to first_shared_folder@testmail.switzernet.co... * ..

© Date
« 17:10

| first_shared folder
L_jf. Sent

45| emin.gabrielyan@switzernet.com
(#, Courrier entrant

|| Brouillens

Y Répondre = Transférer ‘ B Archiver ‘ © Indésirable @ Supprimer

De Nicolas Bondier <nicolas.bondier@switzernet.com>: -
Sujet Test mail to first_shared_folder@testmail.switzernet.com
Pour first_shared_folder@testmail. switzernet.com ~

17:10
Autres actions ~

;_!1 Envoyés
=] Corbeille
) Junk
4| root
| first_shared_folder (1)

b B possiers locaux

Test to £irst shared folder@testmail.switzernet.com

Nicolas Bondier
Switzernet Sarl

DSE  RS+imant A EDEI
< |

[0 | 3

Nonlus:0  Total:1 @ Panneau « Aujourd'hui » A
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ACLs and shared folders management

For managing the shared folder incoming email addresses and the user and group ACLs, we added a
web interface.

The link the documentation will be added later.
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Thunderbird useful tips for shared mailboxes

Here is an extension for changing the default identities of outgoing emails depending of the current
selected folder/sub-folder: https://addons.mozilla.org/fr/thunderbird/addon/folder-
account/?src=cb-dl-updated
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Files

Dovecot files and folder tree:

vitzernet rbd# tree 131001-dovecot-data

@ceph-client-1:/mnt/

bundle.crt
zernet and gd bundle.crt
.com.crt

switzernet.com. key

"-- mails.log

| -— emin.gabrielyan
| -—— new.user
"—— nicolas.bondier

Files in orange are included in the downloadable archive [131001-dovecot-data.tar.gz].

Postfix files:

root@ceph-client-1:/mnt/switzernet rbd# > 131015-postfix

Files in orange are included in the downloadable archive [131015-postfix.tar.gz].
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Links

This document: http://switzernet.com/3/public/131007-lIdap-gosa-unix/

Debian LDAP PAM: https://wiki.debian.org/fr/LDAP/PAM

Gosa: https://oss.gonicus.de/labs/gosa

OpenlLDAP: http://www.openldap.org/

This document is related to the project including:

Ceph cluster: http://switzernet.com/3/public/130925-ceph-cluster/

Dovecot + Ceph: http://switzernet.com/3/public/130910-ceph-dovecot/

Copyright © 2013 by Switzernet
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